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Disabling Operator User Accessto Server Reset Features
(Document Version 12.12.18.01)

Security Management System software provides at¢odbg operator users to reset
various operations on the server computer -

(a) Restarting server application

(b) Rebooting server computer

(c) Reset server communications (with all clients)

(d) Reconnect to camera

(e) Reconnect to all cameras

In typical deployment situations, server compusanat accessible easily. In fact, it is
recommended for security reasons. These featuosglprquick way for operators to
reset an operation, directly from the workstationcase any problem is observed.

These features are not expected to be used in hanking, as the Security
Management System software is expected to work 24iAout needing any human
interaction. It can gracefully handle almost a# 8ituations and can automatically
recover from any unexpected situations observegeder in extreme cases where quick
reset is needed, or in cases where scheduled sysa@menance is planned, these
features are useful.

By default ‘Operator’ privilege users have accesthese features. However, in some
deployment situations, it may be required to disaucess to these features. This
document describes the steps to disable accelssde features.

Createanew Privilege:

1. Inthe ‘Security Management System’ server softwaawigate to the ‘Users and
Privileges -> Privileges’ page. This page liststladl currently configured
privileges.
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192,168.0.52 j Users and Privileges O Privileges
Site_78E4000CF131

BEE

Sro, Privilage Name Type

1 Administratar In Built
2 Operator In Built
3 Guest In Built
4 web Client In Built
5 Smartphone Client In Built

Users
admin

op

Active directory users
Privileges '

Administrator

Operator

Guest

Web Client
Smartphone Client

PTZ priority e

2. Click on the ‘Add privilege..” button. This will goup the ‘Add New Privilege’
dialog box.

3. Type the name for the new privilege. For example ane creating privilege
named ‘OperatorRestricted’.

4. Select ‘Base Privilege’ as ‘Operator’

5. Disable the ‘server reset’ features from the lidieatures
(a) Restart Server Application
(b) Reboot Server Computer
(c) Reset Communication
(d) Reset All Cameras

6. Move the required camera groups under ‘Camera Gréillpwed'.
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Privilege Name:  OperatorRestricted

Base Privilege: |Operat|:|r b

Functions:

_Select Functions ™
Playback controls
Export video
iew bookmarks created by self
| I=Td=W=hN

] Restart Server application
] Rebootk Server Computer
] Reset Communication
[] Reset all Cameras

e

Channel groups allowed: Channel groups not allowed:

Channel Group | ) Channel Group
CG_allchannels

= a

7. Click on the ‘Add’ button to add the new privilege.

Createa new User:

1. Inthe ‘Security Management System’ server softwaawigate to the ‘Users and
Privileges -> Users’ page. This page lists alladbeently configured users.
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192,168,052 J Users and Privileges O Users i

Site_ 78E4000CF131

CIEE

Sr Mo, User Mame Privilege Enabled Type
1 admin Adrministrator Enabled In Built
2 op Operator Enahled Configured

b Users

admin
op
Active directory users
Privileges
Administrator
Operator

Guest

Web Client
Smartphone Client
OperatorRestricted w

2. Click on the ‘Add user..” button. This will pop tipe ‘Add New User’ dialog box.

Add New User,

User Mame: |gp1

Passward: |-u |

X

Confirm Passwoaord: |-u |

Privileqe: |OperatorRestricced v

Enahle user

Address Line 1: | address1 |

Address Line 2: |addr8552 |

Phone Mo: 000000 |

E-mail ID: ||:|r:|1@d|:|rnain.|:|:|m |

= 9

3. Type the name for the new user. Type password aniiric the password.
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4. From the ‘Privilege’ drop-down, select the new peige, we have recently added.
As per the example used in this document, it vélf®@peratorRestricted’

privilege.

5. Type other user information and click on the ‘A¢hditton to add the new user.

This new user can login from the workstation corepwiVhen this user tries to access
any of the ‘reset’ features which it is not autked to access, ‘Not authorized’ error

message will be popped up
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